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TWNIC RPKI Architecture
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RPKI Component Elements and Interactions 



Strategy of RPKI Deployment

• Awareness for members

– Importance, Responsibility, Practicality, Technology

• Identification of the involved members

– Confirm the members with BGP route announcement

– Confirm the contact person who is in charge of routing work

• RPKI customer service

– Regularly organize educational training for RPKI concept and 
ROA setting

– Set up a dedicated contact window for the ROA setting 
problem and Proactively notify members with invalid route.

• ROA & ROV statistics and analysis

• Public-Private-Partnership model 
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Deployment Challenges

• Awareness and Adoption

– Many network operators were initially unfamiliar with RPKI and ROA 

concepts, which made adoption slow in the early stages.

• Technical Challenges

– The setup and maintenance of RPKI CA/RRDP/Validator and MyRPKI

system.

– Configuring routers for ROV.

• Compatibility with Legacy Systems

– Some older network equipment did not support RPKI or needed 

substantial updates to be compatible with the RPKI framework.

• Global Coordination

– Since RPKI is a global initiative, TWNIC would have had to ensure that 

their efforts align with other RPKI repositories and their ROAs are 

propagated effectively across the global Internet routing table.
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TWNIC RPKI Service Monitoring

• Infrastructure & OS Monitoring - Instantly, Hourly

– (OS, Network, Traffic, Loading)

– Availability & Stability

• Operation Monitoring - Instantly, Hourly, Daily

– (CA, RRDP, Validator, MyRPKI Portal, RMS DB)

– Anomaly Detection & Resilience

• Promotion Monitoring - Daily

– (ROA Validation, ROV Filtering)

– RPKI Deployment of IP Members
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Infrastructure & OS Monitoring

• We monitor the bandwidth, system load, process, memory, 

disk space for CA, RRDP, Validator, MyRPKI, RMS server
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Infrastructure & OS Monitoring

• We also monitor the traffic of each system
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Infrastructure & OS Monitoring
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Operation Monitoring-World RRDP

• We monitor the RRDP server and the number of ROAs
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Operation Monitoring-ROA content

• We can track each ROA
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Operation Monitoring-rpkica.twnic.tw
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RPKI ROA Validation Status of Global and 5 RIRs
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ARIN Valid: 43.19%

RIPE Valid: 73.01% APNIC Valid: 53.04%

LACNIC Valid: 62.27% AFRINIC Valid: 37.94%

Global Valid: 54.66%

Source: https://rpki-monitor.antd.nist.gov/ROV, on 17 February 2021

https://rpki-monitor.antd.nist.gov/ROV


Promotion Monitoring-RIPE NCC ROA
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Promotion Monitoring-RIPE NCC ROA
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Promotion Monitoring-APNIC ROA
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Promotion Monitoring-APNIC ROV
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Promotion Monitoring-Taiwan RPKI
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Lessons Learned and Future Work

• Early Collaboration is Key

– Engaging with stakeholders early in the process helped ease the 
deployment and encourage adoption.

– Public-Private-Partnership model is helpful.

• Training and Education

– Providing technical training and educational resources for network 
operators is essential for a smooth transition to RPKI.

• Continuous Monitoring

– Continuously monitor RPKI validation results and troubleshoot 
any validation failures that occur in the network.

• Community Engagement

– Continue holding seminars, trainings, and workshops to engage 
with local ISPs and network operators and ensure they remain 
informed about the latest RPKI developments and best practices.
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Thank you

20


