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Briefly recap the RPKI system

Ø Centralized Hierarchical trust model: anchored in RIRs
Ø Distributed repositories
Ø Hosted Model v.s. Delegated Model
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Reasons to cause INR conflicts

• Overlapping INR delegation of RIRs: Number Resource Organization (NRO) 
recommended expanding RPKI trust anchor's certification scope to all IP 
addresses and AS numbers.

• Mis-behavior authorities: RPKI's  hierarchical trust model allows authorities to 
perform unilateral operations on  child CA.

• AS 0: Conflicts may arise when an authority authorizes the same IP prefix to 
multiple ROAs with different ASNs, including AS0.

• INR transfer: Though the RPKI eco-system follows the "make before break" 
principle, and the INR conflicts caused by INR transfer can be regarded as legal 
temporally, it is apparently unacceptable if those conflicts exist for a long time. 
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INR Conflicts Model

Type A: Illegal INR delegation Type B: INR Repetition Type B: INR Overlapping
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Generally there are three kinds of INR conflicts
• Illegal delegation (including allocation and authorization)
• repetition
• overlapping
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RPKI Monitor Framework Overview
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Ø Fetch RPKI data objects from 
repositories

Ø Database tables to store RPKI 
data: RC, ROA, MFT, CRL

Ø Construct prefix trees and 
certificate tree

Ø detect conflicts between RCs 
and ROAs



Stage 1：Prefix Tree Construction

Ø Construct the prefix trees for RCs and ROAs 
based on the radix tree structure
Ø each node is identified by an IP prefix
Ø each node is associated a list of URIs 

which identify RCs(ROAs) that 
encompass the prefix.

Ø Construct an auxiliary certificate path tree to 
facilitate the forming of certificate chain
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Stage 2：Conflict Detection

ØDetect the conflicts between different 
objects
Ø RC-RC
Ø RC-ROA
Ø ROA-ROA

9



RPKI Monitor: system implementation
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We implement the RPKI Monitor and integrate it into the RPKI Tracker Platform 

ü INR conflicts are detected and recorded 
in real-time

ü categorized by conflict type
ü conflict detail provided

ü prefix
ü AS
ü URI
ü conflict duration

ü intelligence disclosure
ü user can subscribe conflict 

information
ü daily digest will then be delivered 

to users via email



RPKI Monitor: limitations
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Conflicts are not necessarily errors, and it is hard to tell A from B!

V.S. 

business driven 
configurations

errors or attacks

conflicts may be caused by different reasons

• anycast

• multi-homing

• temporary conflicts 

during transfer

• …

• mis-configuration

• intentional attacks

• uni-lateral 

misbehavior of CA

• …

error determination and recovery relies on some 
out-of-band information that hard to obtain

• technical
• ISP configurations
• routing strategy
• …

• commercial
• customer-provider 

relationships
• resource allocation 

strategy
• resource transfer plan
• …



RPKI Monitor: Can-do & Cannot-do (in current state)
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Can-do

Cannot-do

• continuous and comprehensive detection, 

monitoring and analysis on INR conflicts 

• INR conflict intelligence disclosure 

platform

• a reference value for RPKI troubleshooting 

• accurate error determination

• 100% effective error recovery suggestion

• users may need to combine their private 

domain information to further determine 

whether our suggestions work

RPKI can function like a CT 
scanner, which can provide 
some medical image 
information to the doctor

But it is ultimately up to the 
doctor to make the diagnosis 
and treatment plan



RPKI Monitor: cooperation with industries
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NNIX is the first National IXP approved by the MIIT of China. The RPKI Monitor platform has been deployed and applied in NNIX to 
provide continuous and real-time INR conflicts and RPKI/BGP anomalies monitoring services

R P K I  i n  N N I X

R P K I  M o n i t o r  D e p o l y e d  i n  N N I X  

N N I X  B a s i c  I n f o r m a t i o n

RPKI Certification Center and Database
APNIC RIPE NCC

…

RPKI Server

NNIX Fabric

RS 1 RS 2

RPKI original data     source synchronization

RPKI validated      data distribution  

not found
71%valid

19%

invalid 10%

Manual analysis
Low efficiency
Poor real-time performance

Band
width

49.8T
Peak 

Traffic

8.7T288 
Peering

Services
Peer-to-peer 

interconnection

Multi-cloud 
interconnection

Computing power 
scheduling

Multidimensional 
products

Network Scale Network Node

• 7*24 monitoring services
• 10000+ conflicts/anomalies 

reported

• user feedbacks with expert 
knowledge

• hundreds of FPs reported
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Overview of results

Ø Type C (INR overlapping) dominate the total incidents, accounting for 83.51%
Ø Type A conflicts (illegal INR delegation) shows zero occurrences, suggesting well-controlling of this kind
Ø Conflicts involving ASN = 0 rarely occur: 0.46% for repetition and and 0.78% for overlapping
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Regional Analysis

Ø 90.23% intra-RIR conflicts v.s. 9.78% inter-RIR conflicts

Ø LACNIC: the most severe region

Ø 72.74% of the intra-RIR conflicts

Ø 38.27 % of the inter-RIR conflicts

Ø AFRINIC contributes extremely low proportion of INR 

conflicts: 0.01%
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Temporal Analysis

Ø Long-term existence: over 90% last for above 3 weeks

Ø Conflicts involving RCs and non-zero ASes especially 

last for a long time

Ø over 80% are not fixed during the whole month

Ø Conflicts involving zero AS show relatively shorter 

existence
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Future Plan

• systemic issues beyond simple mis-configurations are ubiquitous in 
productive RPKI system, which are urgently need to be addressed in the 
future.

• rate the likelihood of a conflict truly being an error and provide suggested 
countermeasures

• open-source the RPKI INR conflict tracking platform, develop unified and 
standardized APIs for cross-RIR communication and cooperation. In line with 
that, automated configuration tools to fix conflicts can be also considered to 
be the next step.
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Thank you for your listening!

Feedbacks from industries and Internet 
community are important to us!

liux15@pcl.ac.cn


